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+» Procedure and Discussion :

To run the DEBUG program on a vista machine, we clicked on start, then run, and we typed
“cmd” and pressed enter. A console window appeared and we entered “DEBUG”.

1. Immediate Operands

Activities1.1 & 1.2: Wefirst entered the address of the offset which is 100h, then we
entered the specified instructions, and pressed ‘U’ for the program to un-assemble the
instructions into machine code. See table below for results and figure 1 for illustration.

Assembly code M achine Code
MOV AX, 2864 B86428
ADD AX, 3749 054937
MOV BX, AX 89C3
SUB BX, 2805 81EB0528
NOP 90

BN CA\Windows\system32\cmd.exe - DEBUG S S W

Microzoft Windows [Uerszion 6.0.60802]
opyright <c?» 2886 Microsoft Corporation. All rights reserved.

G-~ Users~Elia=z >DEBUG

@188 MOU AX.2864
@183 ADD n¥.3749

: MOU BX. AR
: SUB BX. 2885
: NOP

B86428 AW .2864
A54937 A¥.3749
89C3 BH . AX

81EBBS28 Bx.2885

Figure 1

Activity 1.3: We can calculate how many bytes each instruction needs from its length:

Assembly code Number of bytes
MOV AX, 2864 3
ADD AX, 3749 3
MOV BX, AX 2
SUB BX, 2805 4
NOP 1
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Activity 1.4: Intel’s x86 architecture uses little endian to store data. That is 2864 is stored at the
101h offset as 64 in 101h and 28 in 102h

Activity 1.5: The contents of the registers are shown using the command ‘R’. See figure 2.

Reqister Content
CS 0B0OC
| P 0100
AX 0000
BX 0000

Figure 2

Activity 1.6:
. NOV AX, ADD AX, SUB BX,
Register 2864 3749 MV BX, AX 2805
cS 0BOC 0BOC 0BOC 0BOC
P 0103 0106 0108 010C
AX 2864 5EAD 5EAD 5FAD
BX 0000 0000 5FAD 37A8

Activity 1.7: To execute the program we use the command ‘T’, which runs the program step by
step- instruction by instruction, with each instruction showing us the contents of the registers.

Seefigure 3.
Register | MOV AX, 2864 | ADD AX, 3749] MOV BX, AX | SUB BX, 2805
Cs oBoC 0BOC 0BOC 0BOC
I P 0103 0106 0108 010C
AX 2864 5FAD SFAD 5FAD
BX 0000 0000 5FAD 37A8
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Ci=HAAA Dx=-AAA8 SP=FFEE BP=-HA0A SI=-B08A DI-=-0008
S85=17C8 CS5=17C8 IP=-8183 HU UF EI PL HZ HA PO HC
ADD Ay, 3749

Ci=AAAA Dx=-0AAA SP=FFEE BP-A00A SI-008@ DI-0000
SS=1?CEOUGS=1?CE IP=8186 MU UP EI PL HZ HA PO HC

BE .AX

Ci=0888 Dx=-0888 SP=FFEE BP=880A SI=-8088 DI-80008
IP=8188 MU UF EI PL HZ HA PO HC
SUB B . 2885

NX=5FAD BR=-37018 CX-0008 DX-000@ SP-FFEE BP-080@ SI-8088 DI-0000
DE=17C8 ES=17C8 S58=17CE CS5=17C8 IP=818C HU UP EI PL HZ HA PO NC
NOP

Figure 3

Activity 1.8: Sincethe IP stands for the I nstruction Pointer, it isonly fair that its contents are
the instruction currently in execution; hence its contents should change with each instruction.

Activity 1.9: The offset is0103 ( refer to figure 1), while the physical address= 1P + CS*10 =
0103 + BOCO=B1C3

2. Immediate Operands

Activities 2.1 & 2.2: We entered the data specified at the offset memory location 200h using
the command ‘E’, then we entered the program instructions at the offset memory location 100h
using also the command ‘E’. Seefigure 4.

DE:268 1B
DE:=2682 36
DE:=2806 2A
Ci:1688 Al
C% 183 8B

* Error
C5:16843 BB
C5:187 81
C5:167 87
Cs:16dD 28

Figure 4
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Activity 2.3: to find the assembly code we use the command “U’. See figure 5.

Assembly code Machine Code
MOV AX, [0200] A10002
MOV BX, [0202] 8B1E0202

ADD BX, AX 01C3
MOV [ 0204], BX 891E0402

NOP 90

n16862
8B1EB2G2
B1Cc3
821EQ482
78

AX. [B268]
Bi. [B2682]
Bi . AX

[B284]1,.BX

[BX+511.AL
[BX+S11.AL
[BR+5I1.AL
[Bi+511.AL
[BR+511.AL
[BR+511.AL
[BX+5I1.AL
AL.a@

BH.17

Figure 5

Activity 2.4: From figure 4, we can clearly see that the first 8 bitsare ‘1.

Activity 2.5: From figure 4, we can clearly see that the first 16 bits ar “1B”.

Activity 2.6: We first move after tracing the code. We can see that the contents of 204 are the
addition of [0200] & [0202] which are: “E951”. Seefigure 6

AR=2F1B BX=E?51 CH-80080 Di-BEBB SP-=FFEE
DS=17C8 ES=17C8 S55=17C8 C5=17C8 IP-8167%
17CE 01897 891ED4B2 MOU [B284].Bx
—t

AX=9F1B BX=E951 CH=-8008 Di=-AAAB SP=FFEE
DS=17C8 ES=17CB S55=17C8 CS5=17C8 IP=-818D
17CE:A1AD 78 NOF

Figure 6

Br-0BBB SI-8B860 DI-8008
HU UP EI HG NZ AC PO NC
DE :8284=0008

BP=0808 SI-0808 DI-=-0000
HU UP EI NG NZ AC PO NC

Activity 2.7: The contents of AX can be investigated using the command ‘T’, which shows

them to be: 9F1B. Seefigure 7

-t

AX=7F1B BX=-0080 CX=A008 D=0 SP=FFEE
DE=17C8 ES=17C8 SS8S=17C8 CS=17C8 IP-H183
8B1EB2B82 MOU B, (82821

17C8:8183

Figure 7

EP=A808 SI1-0080 DI-=-A0608
HU UF EI PL HZ NHA PO NG
DE:8202=4A36
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Activity 2.8: Again we use the command ‘T’ to execute the program and inspect the contents
after each instruction. See figure 8.

A10002 8B1E0202 01C3
DS: 204 00 00 00

891E0402
6C88

—t

EP=00@8 SI=-B0EB DI-=0880
HU UP EI PL HZ HA PO HC
DE:8282=4A36

AX=9F1B BX=-0080@ CK{=-0000 DX-000@ SP=FFEE
DE=17CE ES=17CB S58=17C8 C5=17C8B
17CE:P103 BB1EAZ2A2
—t

IP=0183

MOy Bi.[B2821]

BP=-B8B8 SI-86080 DI-00680
MU UF EI PL MZ NA PO NG

AX=2F1B Bi=4A36 CHX=-A8800 DA-B088 SP-FFEE
DE=17C8 ES=17C8 SS§=17C8 CS5=17CE8 IP=-0167
17C8:8187 81C3 ADD BA AR

—t

AX=7F1B BX=E?5%1 CX=A808 Dsi-B880 SP=FFEE
DE=17C8 ES=17C8 S85=17C8 C5=17C8 IP-H187
17C8:0187 871EB8482 MOU [B284]1.BA
—t

AX=9F1B BX=E?51 CK{=A080 DX-8008 SP=FFEE
DE=17CE ES=17CB S58=17C8 CS5=17CE8 IP=818D
17CE:018D 78 NOP

—t

AX=2F1B BX=E?51 CK{=-888060 Di-0888 SP-FFEE
DE=17C8 ES=17C8 SS8=17C8 CS5=1YCE8 IP=0B18E
17C8:010E BO0HE ADD [BX+5I1.AL

BP=A8BA SI1-008@ DI-=-A0608
HU UF EI HG NZ AC PO NC
DS : 82684 =-A008

BP=0U08 SI-0080 DI-=-00804
HU UPF EI HG HZ AC PO NC

BP-B8B8 SI-8080 DI-0080
MU UF EI NG MZ AC PO NG
DS :E?51 =80

Figure 8

3. Entering assembly codein DEBUG

Activities 3.1 & 3.2: we enter the specified assembly code using the command ‘A’ at the CS
offset address 100h. Then using the command ‘T’ we executed the program step by step. See
figure 9.

MOV CL, 42 MOV DL, 2A | ADD CL, DL
CL 42 42 6C
00 2A 2A
I P 0102 0104 0106
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MOV CL.42
MOV DL.2A

—-A C5:1688
17C8 8168
17C8 8182

ADD CL.DL

HOP

AX=0808 BX-0000
DE=17C8 ES=17CE
17C8:9182 B22A
=T

AX=0808 BX-0000
DE=17C8 EE=17C8

CX=0842 D¥-00680
S8=17C8 CS=17C8
MOu

Ci=8842 DX=082A
SE=17C8 CS=17CE

SP=FFEE
IP=8182

DL.2ZA

SP=FFEE
IP=A184

BP=0800 SI-00860 DI-0080

HU UP EI PL NZ HA

PO HC

BEP=-0808 SI-006060 DI-0086

MU UPF EI PL NZ NA

PO NC

17C8:A184 BAD1
—T

AX=A0AA BX{-=-A00A
DE=17C8 ES=17C8
17C8:8186 78

=T

AX=0000 BX-0000
DE=17C8 ES=17CE
17CE 01687 8008

ADD CL.DL

BP=808A SI1-A008 DI-A008
MU UF EI PL NZ HA PE HNC

Ci=806C Di=882a SP=FFEE
S5=17C8 CS5=17C8 IP=8186
NOP

BP=0800 S1-008060 DI-=-B080
HU UP EI PL NZ NA PE NC
DS :8BAA=CD

CX=886C DX=882A SP=FFEE
S8=17C8 CS=17CE& IP=81@7
ADD [BA+5I1.AL

Figure 9

« Conclusion :

This experiment took us away from what we used to do in the digital lab; this
experiment was aimed at solidifying our understanding of how programs are executed on a
modern computer. We —for the first time- interacted with registers and RAM directly, with
commands such as ‘T, ‘U’, ‘R” and ‘A’, each of which has a specific purpose in the DEBUG
program. We were able to enter data and code to the data and code segments respectively and
see the results after executing the program. And we were able to convert from assembly to
machine code and vice-versa.

e Note that the machines we used a combination of windows operating system and Intel x86

processors.



