Solution to Wireshark Lab: ICMP

S WINDOWSY sy stem 32 cmd.exe
C:“Documents and Settings“Paula WingXping —n 18 www_ust_hk B

Pinging www.ust.hk [143.89.14.34]1 with 32 buytes of data:

from 143_87.14_.34: bytez=32 time=2%94m= TTL=248
from 143.89.14.34: hytes=32 time=272msz TTL=248
from 143_.87.14_.34: bytez=32 time=293m=z TTL=240
from 143.89.14.34: hytes=32 time=273msz TTL=248
from 143_.87.14_.34: bytez=32 time=2%4m= TTL=248
from 143.89.14.34: hytes=32 time=272Zms TTL=248
from 143_.87.14_.34: bytez=32 time=293m=z TTL=240
from 143.89.14.34: hytes=32 time=274msz TTL=248
from 143_.87.14_.34: bytez=32 time=29%m= TTL=240
from 143.89.14.34: hytes=32 time=275%m=s= TTL=248

Ping statistics for 143.89.14_.34:

Packetz: Sent = 18, Received = 18, Lost = B {(@x loss>,
Approximate round trip timesz in milli—seconds:

Minimum = 292ms,. Maximum = 29%m=, Average = 273ms

C:“Documents and Settingsz“Paula Wing}

Fig. 1 Command prompt after ping request

What is the IP address of your host? What is the IP address of the destination
host?
The IP address of my host is 192.168.1.101. The IP address of the destination
host is 143.89.14.34.

Why is it that an ICMP packet does not have source and destination port

numbers?
The ICMP packet does not have source and destination port numbers because
it was designed to communicate network-layer information between hosts and
routers, not between application layer processes. Each ICMP packet has a
"Type" and a "Code". The Type/Code combination identifies the specific
message being received. Since the network software itself interprets all ICMP
messages, no port numbers are needed to direct the ICMP message to an
application layer process.
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Filter: |icmp ¥  Expression... Clear Apply ‘

Info f’

Echo (ping) reguest
Echo (ping) reply
| i

Pratocol

TCME
ICMP

Source Destination

U168, ] 5, HY, ]
43.8

152.168.1.101

1

Frame 3 (74 bytes on wire, 74 kbytes captured)
Ethernet II, Src: DellComp_4f:36:23 (00:08:74:4f:36:23), Dst: LinksysG_da:af:73 (00:06:2
Internet Protocol, Sro: 192.168.1.101 (1%2.168.1.1010, Dst: 143.89.14.34 (143.859.14.34)
Internet Control Message Protocol

Type: 8 (Echo (ping) reguest)

Code: 0

Checksum: Oxed45a [correct]

Identifier: 0x0200

Seguence number: 26369 (Ox6701)

Data (32 bytes)

| | |

0000 00 06 25 da af 73 00 08 74 4 36 23 08 00 45 00 ..%..5.. TO6#..E.
0010 00 3¢ dl fd 00 00 B0 01 09 3b <0 a8 01 65 8f 59 Desnnnoon adoooEni
0020 Oe 22 08 00 e4 5a 02 00 67 01 61 62 63 &4 a1 68 20 geabodef
0030 67 68 69 6a 6b 6C 6d 6 6F 70 F1 72 73 74 75 76 ghijkImn opgrstuy
0040 FY Bl 62 63 64 65 66 &7 BB 89 wabhcdefg hi

OHHKH

File: "C:\Documents and SettingsiPaula WingiMy Documentsiwiresharkitr ... | Py Z2D;Z0M: 0 -

Fig. 2 ICMP Echo Request message

Examine one of the ping request packets sent by your host. What are the ICMP
type and code numbers? What other fields does this ICMP packet have? How
many bytes are the checksum, sequence number and identifier fields?
The ICMP type is 8, and the code number is 0. The ICMP packet also has
checksum, identifier, sequence number, and data fields. The checksum,
sequence number and identifier fields are two bytes each.
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Eilter: |icmp *  Expression... Clear Apply

Mo, - |Time |50urce |Destinati0n |Pr0t0c0| |InF0 ﬂ
3 0.001656 1562.168.1.101 143.89.14.34 ICMP  Echo (ping) reguest

4 0.415088 34 162, 168.1.1010 ICMP Echo (ping) reply

| i

-

Frame 4 (74 bytes on wire, 74 bytes captured)
Ethernet II, Src: LinksysG_ da:af:73 (00:06:25:da:af:73), Dst: DellComp_4f:36:23 (00:08:7
Internet Protocol, Src: 143.89.14.34 (143.89.14.3470, Dst: 192.168.1.101 (192.168.1.101)
Internet Control Message Protocol

Type: O (Echo (ping) reply)

Code: ©

0O EHBE

Identifier: 0x0200
Sequence number: 26369 (Ox&701)
Data (32 bytes)

| | |
0000 00 08 74 4F 36 23 00 06 25 da af 73 08 00 45 00 LLEOR#. ., L5, E.

0010 00 3c b3 63 40 00 &7 01 80 dd4 8F 59 0e 22 <0 a8 - . - T T

o020 0l &5 00 00 w 02 00 67 01 Al &2 A3 &4 £S5 66 .e..ﬁ.. g. abcdef

0030 67 68 69 6a bb bC 6d 6e 6fF YO F1 72 73 74 75 7h hijkimn opgrstuy

o040 FY¥ AL 62 B3 A4 65 A6 AT BE 69 wahcdefg hi

Checksurn (icmp.checksum), 2 bytes |P: 22D 2000 i

Fig. 3 ICMP Echo reply message

Examine the corresponding ping reply packet. What are the ICMP type and code
numbers? What other fields does this ICMP packet have? How many bytes are the
checksum, sequence number and identifier fields?
The ICMP type is 0, and the code number is 0. The ICMP packet also has
checksum, identifier, sequence number, and data fields. The checksum,
sequence number and identifier fields are two bytes each.

What is the IP address of your host? What is the IP address of the target
destination host?
The IP address of my host is 192.168.1.101. The IP address of the destination
host is 138.96.146.2.

If ICMP sent UDP packets instead (as in Unix/Linux), would the IP protocol
number still be 01 for the probe packets? If not, what would it be?
No. If ICMP sent UDP packets instead, the IP protocol number should be
Ox11
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Filter: Iicmp ~  Expression... Clear Apply
Mo, - Time Source Destination Protocol | Info ﬂ
152.168.1.1001 158.94,.146, 2 ICMP Echo (pingl) reguest
3 0.013258 152.168.1.101 138.56.146. 2 ICMP  Echo (ping) request =l
. | 2l

E Frame 1 (106 kytes on wire, 106 bytes captured)
# Ethernet II, src: DellComp_4f:36:23 (00:08:74:4f:36:23), Dst: Linksysa_da:af:73 (00:06:25
Internet Protocol, src: 192.168.1.101 (1%2.1658.1.1010), Dst: 138.96.146.2 (138.96.146.2)

Internet Control Message Protocol
Type: 8§ (Echo (ping) reguest)
Code: O

Checksum: 0x51fe [correct]
Identifier: 0x0200

sequence number: 41985 (0xad0l)
Data (64 bytes)

il |

Qo000 00 06 at 73 00 08 74 4f 36 23 08 00 45 00 L.E.oos.. toe# L E
0010 00 00 01l 01 08 5c cO as 01 65 8a 60 . Qo0 oD
0020 ] as ( 00 00 00 o0 0o

0030
0040
Q050
0060

Internet Contral Message Protocal {icmp), 72 bytes |P: 102D: 10Z2M: 0

Fig. 4 ICMP echo request packet

7. Examine the ICMP echo packet in your screenshot. Is this different from the
ICMP ping query packets in the first half of this lab? If yes, how so?
The ICMP echo packet has the same fields as the ping query packets.
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Filker: |icmp >  Expression... Clear Apply
Mo, - |Time |50urce |Destinati0n |Protu:u:nl |InFu:| ﬂ
1 0.000000 152,168.1.101 138.96.146.2 ICMP  Echo (ping) reguest
2 0.013151 10.218.228.1 152.168.1.101 ICMP Time-to-[1ve exceeded
3 0.013258 152.1658.1.101 138.96.146. 2 IcMP  Echo (pingd request o)
o | | i

Frame 2 (70 bytes on wire, 70 bytes captured)
Ethernet II, src: LinksysG_da:af:73 (00:06:25:da:af:73), Dst: pellcComp_4f:36:23 (00:C

Internet Protocol, sec: 10.216.228.1 (10.216.228.10, b=st: 192.168.1.101 (192.168.1.1C
Internet Control Message Protocol

=

Type: 11 (Time-to-1ive exceeded)
Code: O (Time to Tive exceeded in transit)
Checksum: 0x2clé [correct]
# Internet Protocol, Sre: 192.168.1.101 (192.168.1.1010, Dst
= Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: 0x51fe [correct]
Tdentifier: Ox0200

Sequence number: 41985 (0xad401)

: 138.96.146.2 (138.96.14

i

| i
0000 00 0B 74 4T 36 25 00 06 25 da af 73 08 00 45 cO SoEnal=0
0010

0020
0030
0040

Internet Cantral Message Prokacal icrap), 36 bvtes | P10z 0 102 M0

Fig. 5 ICMP error packet

8. Examine the ICMP error packet in your screenshot. It has more fields than the
ICMP echo packet. What is included in those fields?
The ICMP error packet is not the same as the ping query packets. It contains

both the IP header and the first 8 bytes of the original ICMP packet that the
error is for.
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Filter: | *  Expression... Clear Apply

|N0. - |Time |50urce |Destinatinn |Pr0t0c0l |InF|:| -

8, 007380

38,596,146, 2

15..168.1.101

Echo Cping)

cho

Echo (pingd

reguest
reply
reguast

0710

Echo (ping) reply

® Internet Protocol,

Code: 0
Identifier: 0x0200

Data (64 bytes)

|

Checksum: 0x27fe [correct]

sequence number: 54785 (0xd&ol)

H Frame 102 (106 bytes on wire, 106 bytes captured)

H Ethernet II, src: LinksysG_da:af:73 (00:06:25:da:af:73), Dst: Dellcomp_4f:36:23 (00:08:74
Src: 138.9%96.146.2 (138.96.146.20, Dst: 192.168.1.101 (1%2.168.1.101)
E Internet Contraol Message Protocol

Type: 0 (Echo (ping) reply)

0000
0010
0020
0030
0040
0050
00&0

[¥]¢]
ag
02
00
jole]
00
o1e]

.. TOGE. .
RN - H

Files "C:\Documents and SettingsiPaula WingiMy Documentsiiresharkitrac... | F: 102 D 102 M: 2

Fig. 6 Last three ICMP reply packets

9.

Examine the last three ICMP packets received by the source host. How are these

packets different from the ICMP error packets? Why are they different?
The last three ICMP packets are message type 0 (echo reply) rather than 11
(TTL expired). They are different because the datagrams have made it all the
way to the destination host before the TTL expired.




SAINDOWS, system32 cmd.exe

G:~Documents and Settings~Paula WingXtracert www.inria.fr

Tracing route to www._inria.fr [138.76.146.21
over a maximum of 368 hops:

1 ms 1 ms dslrouter [1922.168.1.11
33 ms 34 1A.14.18.1
32 ms 31 ms P1-B_LCH-81_SPFDMA.verizon—gni.net [130_.81_44.18

£0—1-3-1-@.BB-RTR1.BOS .verizon—gni.net [1360.81.2
B.50-5-2-A_XL1.B0S4 _ALTER.NET [152.63.19.1291
B.s50—7?-8-A_.HL1.CHI13 _ALTER.HET [152_63.64.2861
B.s0-6—8-8_BR2_.CHI13 _ALTER.NET [152_.63.73.251
gl-st2l—chi-3-B-8B.sprintlink.net [144.232.18.141

[ [ g =sl-s3t28—chi-1-B.sprintlink.net [144.232.8.10821]
18 = = s sl-franc2-76974-BA_sprintlink.net [16A.81.177.186

pold4-B._nykcr?  MNewYork.opentransit.net [193.251.2

i
48.1381
i2 * 174 posi-A-8—1 .awvtrl .Avbervilliers .opentransit.net

[193.251.241 1651
13 172 ms 1M1 tengige@—-15-8-4 _pastrl . Pariz.opentranszit.net [179
3.251.248_.2131

1M gi?-B-B.passe? . Paris.opentransit.net [193.251.24
1M1 pob—2 _hagsel .Bagnolet.opentransit.net [193.251.2

177 ms g l1lyon—posl-B_csszi.renater.fr [173.51_.185_381]
197 ms s grenohle-posl-B.cssi.renater.fr [193.51.179.2381

127 ms s nice—pos2-B.cssi.renater.fr [193.51.180.341]
mns 178 inria—nice.cssi.renater.fr [193.51.181.1371
mns 177 ms s www.invia.fr [138_.96_146_.21

Trace complete.

G:~Documents and Settings~Paula Wing2>

Fig. 7 Command prompt for traceroute

10. Within the tracert measurements, is there a link whose delay is significantly
longer than others? Refer to the screenshot in Figure 4, is there a link whose
delay is significantly longer than others? On the basis of the router names, can
you guess the location of the two routers on the end of this link?

There is a link between steps 11 and 12 that has a significantly longer delay.
This is a transatlantic link from New York to Aubervilliers, France. In figure
4 from the lab, the link is from New York to Pastourelle, France.



