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1. Abstract

The aim of this lab is to learn the RSA (Rivest-Shamir-Adleman) public-key encryption which is used
widely for secure communications and to learn how to generate both the private and public keys and use
them for encryption and decrypting messages and finally to learn the generation of digital signatures and

digital signature verification and manually verifying an X.509 certificate.
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2. Theory

2.1. Introduction
RSA (Rivest-Shamir—Adleman) is a public-key cryptosystem that is widely used for secure data
transmission. It is also one of the oldest. The acronym "RSA™ comes from the surnames of Ron Rivest, Adi
Shamir and Leonard Adleman, who publicly described the algorithm in 1977. An equivalent system was
developed secretly in 1973 at GCHQ (the British signals intelligence agency) by the English mathematician
Clifford Cocks. That system was declassified in 1997. In a public-key cryptosystem, the encryption key is
public and distinct from the decryption key, which is kept secret (private). An RSA user creates and publishes
a public key based on two large prime numbers, along with an auxiliary value. The prime numbers are kept
secret. Messages can be encrypted by anyone, via the public key, but can only be decoded by someone who
knows the prime numbers. The security of RSA relies on the practical difficulty of factoring the product of
two large prime numbers, the "factoring problem™. Breaking RSA encryption is known as the RSA problem.
Whether it is as difficult as the factoring problem is an open question. There are no published methods to
defeat the system if a large enough key is used. RSA is a relatively slow algorithm. Because of this, it is not
commonly used to directly encrypt user data. More often, RSA is used to transmit shared keys for symmetric-
key cryptography, which are then used for bulk encryption—decryption.
2.2. Operation
The RSA algorithm involves four steps: key generation, key distribution, encryption, and decryption.
A basic principle behind RSA is the observation that it is practical to find three very large positive integers
e, d, and n, such that with modular exponentiation for all integers m (with 0 <m < n):

(m®)% = m (mod n)
and that knowing e and n, or even m, it can be extremely difficult to find d. The triple bar (=) here denotes
modular congruence. (In simple terms, modular congruence means that when you divide (me)d by n and
divide m by n, each has the same remainder.)
In addition, for some operations it is convenient that the order of the two exponentiations can be changed
and that this relation also implies

(m%)€ = m (mod n)
RSA involves a public key and a private key. The public key can be known by everyone and is used for
encrypting messages. The intention is that messages encrypted with the public key can only be decrypted in

a reasonable amount of time by using the private key. The public key is represented by the integers n and e,




and the private key by the integer d (although n is also used during the decryption process, so it might be
considered to be a part of the private key too). m represents the message (previously prepared with a certain
technique explained below).
2.2.1. Key Generation
= Need to generate: modulus n, public key exponent e, private key exponent d
= Approach
o Choose p,q (large random prime numbers)
o n=pq (should be large)
o Choose g, 1 <e < ¢(n) and ¢ is relatively prime to ¢(n)
o Find d, ed mod ¢(n) =1
* Result
o (e,n)is public key
o dis private key
2.2.2. Key Distribution
Suppose that Bob wants to send information to Alice. If they decide to use RSA, Bob must know Alice's
public key to encrypt the message, and Alice must use her private key to decrypt the message.
To enable Bob to send his encrypted messages, Alice transmits her public key (n, €) to Bob via a reliable,
but not necessarily secret, route. Alice's private key (d) is never distributed.
2.2.3. Encryption
After Bob obtains Alice's public key, he can send a message M to Alice. To do it, he first turns M (strictly
speaking, the un-padded plaintext) into an integer m (strictly speaking, the padded plaintext), such that 0 <
m < n by using an agreed-upon reversible protocol known as a padding scheme. He then computes the

ciphertext c, using Alice's public key e, corresponding to

¢ = m® (mod n)
This can be done reasonably quickly, even for very large numbers, using modular exponentiation. Bob then
transmits c to Alice. Note that at least nine values of m will yield a ciphertext ¢ equal to m, but this is very

unlikely to occur in practice.




2.2.4. Decryption

Alice can recover m from c by using her private key exponent d by computing

ct=m®)%=m
Given m, she can recover the original message M by reversing the padding scheme.
2.3. Digital Signature
A digital signature is a mathematical scheme for verifying the authenticity of digital messages or documents.
A valid digital signature, where the prerequisites are satisfied, gives a recipient very high confidence that

the message was created by a known sender (authenticity), and that the message was not altered in transit

(integrity).

An important
message.

[ signature: 3498A3F.....3ABO |

An important
message.

B

Figure 2.1: Signing Messages

For a message m that needs to be signed:

Digital signature = m® modn
In practice, message may be long resulting in long signature and more computing time. Instead, we generate
a cryptographic hash value from the original message, and only sign the hash.
Attackers cannot generate a valid signature from a modified message because they do not know the private
key. If attackers modify the message, the hash will change and it will not be able to match with the hash

produced from the signature verification as will be noticed in the lab.




2.4. X.509 Certificate

An X.509 certificate is a digital certificate based on the widely accepted International Telecommunications
Union (ITU) X.509 standard, which defines the format of public key infrastructure (PKI) certificates. They
are used to manage identity and security in internet communications and computer networking. They are
unobtrusive and ubiquitous, and we encounter them every day when using websites, mobile apps, online
documents, and connected devices.

One of the structural strengths of the X.509 certificate is that it is architected using a key pair consisting of
a related public key and a private key. Applied to cryptography, the public and private key pair is used to
encrypt and decrypt a message, ensuring both the identity of the sender and the security of the message itself.
The most common use case of X.509-based PKI is Transport Layer Security (TLS)/Secure Socket Layer
(SSL), which is the basis of the HTTPS protocol, which enables secure web browsing. But the X.509
protocol is also applied to code signing for application security, digital signatures, and other critical internet
protocols. In this lab, we will manually verify an X.509 certificate using our program




3. Procedure and Results

3.1. Creating BN Functions

Activities 4] Text Editor Aug26 15:17

Open " labc Save B @ &

1 pinclude
2 $1ncl

4 # ne NBITS 2

5 vold printBN(char *msg, BIGNUM * a)

6{

7 /* Use BN_bn2hex(a) for hex string

8* Use BN_bn2dec(a) for decimal string */
9 char * number_str = BN_bn2hex(a);

10 printf('%s %s\n', msg, number_str);

(S )
11 OPENSSL_free(number_str);
12}
2
4

13
14 BIGNUM* PrivateKey(BIGNUM* p, BIGNUM* q, BIGNUM* e)

I
compute a private key

o

BN_CTX *ctx = BN_CTX_new();

BIGNUM* p_minus_one = BN_new(); // inttalizing variables

BIGNUM* q_minus_one = BN_new();

BIGNUM* one = BN_new();

BIGNUM* totatives = BN_new();

BN_dec2bn(&one, );
BN_sub(p_minus_one, p, one); // Glving values to variables
BN_sub(q_minus_one, q, one);

BN_nul(totatives, p_minus_one, q_minus_one, ctx);

BIGNUM* privKey = BN_new();

BN_mod_inverse(privkey, e, totatives, ctx); //using the modulo inverse of the totatives of the product p*q
BN_CTX_free(ctx);

return privkey;

Encrypt(BIGNUM* message, BIGNUM* mod, BIGNUM* publicKey)
It
compute the clpher on message
*/
BN_CTX *ctx = BN_CTX_new();
BIGNUM* Encryption = BN_new();
BN_nod_exp(Encryption, message, mod, publicKey, ctx);
BN_CTX_free(ctx);
return Encryption;

message”e mod n)

C~ TabWidth:8 v Ln1,Col1 INS
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Figure 3.1: printBN, Private Key Generation, Encryption Functions Codes.

Activities [4) Text Editor

= lab.c

48 BIGNUM* Decrypt(BIGNUM* Encryption, BIGNUM* PrivateKey, BIGNUM* publicKey)

. 50 /*
51 compute the original message: (C ~ d) mod n

52 “/
53 BN_CTX *ctx = BN_CTX_new();

- 54 BIGNUM* Decryption = BN_new();
55 BN_mod_exp(Decryption, Encryption, PrivateKey, publicKey, ctx);
56 BN_CTX_free(ctx);
57 return Decryption;
58}
59 int hex_to_tnt(char c)
60 {

é 61 Af (c >= 97)
62 c=c -
63 int first - 3;

feo - 64 i second H

’ 65 int result = first * 10 + second;
66 if (result > 9) result--;
67 return result;
68}

9
70 int hex_to_ascii(const char c, con

= 72 tnt high = hex_to_tnt(c) * 16;
73 int low = hex_to_int(d);
74 return high+low;
75}
76
77 void printHX(const char* st)
78 {
79 int length = strien(st);
80 1f (length % ) {
81 printf( > )
82 return;
83
84
85 buf = 6;
86 = 0; < length; 1++) {
87 (L% 2 1=
88 printf(“%c’, hex_to_ascii(buf, st[i]));
89 else
%0 buf = st[i];
91 }
92 printf("\n");
93}
€~ Tabwidth: 8 - Ln1,Col1 4 INS
2 - = & 0] & (8] right rt
T = 317 PM
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Figure 3.2: Hex2int, Hex2Ascii and printHX Functions Codes
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printBN function was built to print the big numbers values using dynamic allocating, Hex2int was used to

convert Hexadecimal values to integers and Hex2Ascii was used to change Hexadecimal values to Ascii

which both were used in printHX function the change Hexadecimal values into characters for decryption.

Private Key function was used to generate the private key for the RSA using the inverse totatives method

and the encryption and decryption functions were built using the methods discussed in the theoretical part.

3.2. Task 1: Deriving the Private Key

3.2.1. Code

[#) Text Editor

Activities

int first = c /

if (result >
return result;

int len
if (len

83 }

int i;

char buf = ©;

for(l = 6; 1 <
(L %

" OBEDPOE &

int main ()

aon

/) Assign
BN_hex2bn(&q,
/] Assign the
BN_hex2bn(ge,
BIGNUMA Priv =
printBN(

return o;

B | © Type heretosearch

int second = ¢ % 16;
int result = first *
) result--;

+ second;

vold printHX(const char*
{

length; 1+4) {

1= 0)
printf('xc,

uf = st[i];

the second large prime

Modulus

)
PrivateKkey(p, q, e);

hex_to_ascii(buf, st[i]));

, Priv);

Ln 108, Col 18 INS
= & 0] @ # right ot
338PM

8/26/2022 b

Cv Tabwidth:8
G 1

&
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Figure 3.3: Deriving the Private Key Code




3.2.2. Code Output

&

:$ ./a.out
Private Key For Task 1 Is: A

B |

7A24598E5F2A2108007D89D18CC50ABAS0758A19A33890FE7C28AIBAIGAER

) = U] @ ®lrghe o
339PM

=
] L Type here to search (e} Ht (, m ﬁ : «;} 0 G "’ ﬁ t 0 U ‘I &, 86°F G OED Z V) N 8/26/2022 ‘

‘

Figure 3.4: Task 1 Output
Given the values of p,q and e the value of private key, d was calculated after changing all of the values to

Bignum as shown in Figure 3.3. The output of the code after it gets excuted will be the private key as shown

in Figure 3.4.




3.3. Task 2: Encrypting a Message
3.3.1. Code

=

Activities [#) Text Editor

79 int length = strien(st);
80 if (length % )
81 printf( 5 )i
82 return;
83
84
85 uf = 6;
86 ; U< length; 14+4) {
87 (1 1= 6)
88 printf( %c , hex_to_ascii(buf, st[i]));
89 else
90 buf = st[i];
91 b}
92 printf(‘\n");
93}
94
95 int matn ()
96 {
97 BIGNUM* enc = BN_new(
98 BIGNUM* dec = BN_new();
99 /| Assign the private key
100 BIGNUM* private_key = BN_new();
101 BN_hex2bn(&private _key, );
102 printBN( , private_key);
103 // Assign the public key
104 BIGNUM* public_key = BN_new();
105 BN_hex2bn(&public_key, 93
106 printBN( » public_key);
107 // Assign the Modulus
108 BIGNUM* mod = BN_new(
109 BN_hex2bn(&mod,
110 printBN( , mod);
111 // the message is 'A top secret!
112 [/first we need to convert this message into hex.
113 // Then convert the hex into a BIGNUM.
114 BIGNUK* message = BN_new();
115 BN_hex2bn(&message, 73
116 printsN( , message);
117 enc = Encrypt(message, mod, public_key);
118 printBN( , enc);
119 dec = Decrypt(enc, private_key, public_key);
120 printBN( , dec);
121 printf( );
122 printHX(BN_bn2hex(dec));|
123 return 0;
124}
Cv Tabwidth:8 Ln 122, Col 33 NS
5 o H RO ®rgn
Bl O Typeheretosearch o] € n u : 3} rJ G h? ﬂ & 5 86F A~ ORE W &) N6 5/32?/;:22 q

3.3.2. Output

hasan@hasan-VirtualBox: ~
1§ ./a.out

D866F9F AE3 0A 0 81CD7D300
FB1AS

3A75CACDCSDESCFCSFADC
Decrypted or Ta In Numbers Is:
Decrypted g al Is: A top secre

Q - = & U] & (#) rignt art

= 2y S | & L it
# O Type here to search (o] $6F ANCOEWZD MG 0, B

Figure 3.6: Encrypting a Message Output
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In this task, the message "A top secret!" was encrypted after converting the text into hexadecimal using any
converter and using the encryption function the message was encrypted using the given public keys, and
after encrypting the message the given private key was used to decrypt the message to assure that it was
encrypted correctly as shown in Figure 3.5.

And as shown in the output shown in Figure 3.6 after excuting the code that both the decrypted message and
the original message were identical which means that the encryption was correct and it also shows the

encryption of the message.

3.4. Task 3: Decrypting a Message
3.4.1. Code

]
Activities [# Text Editor Aug26 16:03 0
P m labe s =
*’ 67 return result;
68 }
69
. 70 int hex_to_ascii(const char c, const char d)
71{
72 int high = hex_to_int(c) * 16;
73 int low = hex_to_int(d);
- 74 return high+low;
75}
76
77 void printHX(const char* st)
78 {
79 int length = strlen(st);
80 if (length % 2 1= 0) {
é‘ 81 printf(“%s\n", );
82 return;
83 }
84 int 4;
85 char buf = 6;
86 for(i = ¢; 1 < length; i++) {
- K4 f(L %2 1= 0)
88 printf(“%c", hex_to_ascii(buf, st[i]));
89 else
90 buf = st[i];
91 }
= 92 printf("\n");
93}
94
95 int main ()
97 BIGNUM* enc = BN_new();
98 BIGNUM* dec = BN_new();
99 /1 Assign the private key
‘ 100 BIGNUM* private_key = BN_new();
101 BN_hex2bn(8private_key, );
102 printBN( , private_key);
103 // Assign the public key
104 BIGNUM* public_key = BN_new();
105 BN_hex2bn(&public_key, 35
106 PrintBN( , public_key);
107 BN_hex2bn(&enc, )3
108 dec = Decrypt(enc, private_key, public_key);
109 printBN( , dec);
110 printf( b
111 printHX(BN_bn2hex(dec));
112 return 0;
113}
Cv Tabwidth:8 Ln109,Col50 v NS
5 - E @@ ®roht ct
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Figure 3.7: Decrypting a Message Code




3.4.2. Output

¥

Activities (3 Terminal Aug26 1604 0

m hasan@hasan-VirtualBox: ~

1§ ./a.out
The Private Key Is: 74D806F9F3A62BAE331FFE3FOAGBAFE35B3D2E4794148AACBC26AA381CD7D36D
The Public Key Is: DCBFFE3ES1F62E@ICE7032E2677A78946A849DCACDDEIA4DOCBB1629242

For Task 3 In Number 17373776F726420697320646565
The Decrypted Message For Taks ees

&) @ 0 = ] @ [® right crt

. -~ R oo . (- ' s g ] 404 PM
Ml O Type here to search O H @ ~ B = 0 € ¥ ¥ & B O @ 9, 86F AN O REW Z) NG o0, By

Figure 3.8: Decrypting a Message Output
The public and private keys used in this task are the same as the ones used in Task 2. The cipher ¢ given was

decrypted using the decryption function shown in the code in Figure 3.7 and then the output of the decryption

was converted from hex to text as shown in the output shown in Figure 3.8 after the code execution.

10




3.5. Task 4: Signing a Message
3.5.1. Code

]
Activities  [4] Text Editor Aug26 16:23
oot 2 labc
76
77 d printHX(const char* st)
78 {
79 int length = strien(st);
80 if (length % 2 1= 0) {
81 printf(“%s\n", )
82 return;
83 }
84 int ;
85 char buf H
86 for(1 = 0; 1 < length; 1+4+) (
87 (L % 2 1=
88 printf("%c", hex_to_ascii(buf, st[11));
89 else
96 buf = st[i];
91 }
92 printf("\n
93}
94
95 int main ()
96
97 // The message is "I owe you $2000".convert this to hex
98 // then convert to a BIGNUM.
99 BIGNUM* task4 = BN_new();
100 BIGNUM* enc = BN_new();
101 BIGNUM* dec = BN_new();
102 // Assign the private key
163 BIGNUM* private_key = BN_new();
104 BN_hex2bn(&private_key, );
165, printBN( , private_key);
166 // Assign the public key
107 BIGNUM* public_key = BN_new();
168, BN_hex2bn(&public_key, ) 13
109 printBN( , public_key);
110 BN_hex2bn (&taskd, )i
111 // Assign the Modulus
112 BIGNUM* mod = BN_new();
113 BN_hex2bn(&mod, H
114 [/ all we need to do is encrypt.
115 enc = Encrypt(tasks, private key, public_key);
116 printBN( , enc);
117 // To verify the operations we decrypt.
118 dec = Decrypt(enc, mod, public_key);
119 printf( ;
120 printHX(BN_bn2hex(dec));
return 0;
B O Typeheretosearch o H € B = 06w ¥e B OaE

Figure 3.9: Signing a Message Code

11

swve | = o x
Cv Tabwidth:8 v Ln 122, Col 2 INS
(OO = & 8] @ [# right ol

3 PM

» _ 42
8 86F N TQEWZ Y N g0, B




3.5.2. Output

&%

2 2l o= U@ #rght o

= R Type here to search (e} Hi t " B : ;) 0 G "' l‘; W 6 U m &, 86°F ~ COE ™z D) G 8/4;67/2"0";2 %

Figure 3.10: Signing a Message Output

The public and private keys used in this task are the same as the ones used in Task 2. A signature for the
following message M = “I owe you $2000” was generated.

The hex value of the message “I owe you $2000.” was observed using websites. The code shown in Figure
3.9 was excuted and it outputs is shown in Figure 3.10.

Now, the hex value of the message “I owe you $3000.” was observed and the message was modified as

shown in Figure 3.11, and after running the code the output was observed as shown in Figure 3.12.

12




3.5.3. Code

printhx( t char* st)

t length = strien(st);

Af (length % © i= 0) {

printf( % ; )
return;

)

t i
buf H

for(i = o; 1 < length; is+) {

(L% 2
printf( sc’, hex_to_ascii(buf, st[1]));
else
buf = st[i];
}
printf( )i
t matn ()

then convert tc 1GNUM
BIGNUM® taskd = BN_new()
BIGNUM® enc = BN_new();
BIGNUM® dec = BN_new();

BIGNUM* private_key = BN_new();
8N_hexzbn(aprivate_key,

printsn( . private_key);

BIGNUM* public_key = BN_new();

BN_hex2bn(&public_key,

printBN( . public_key);
BN_hex2bn(&tasks, )

/] Assign the Modulus
BIGNUM® mod = BN_new():

BN_hex2bn(anod, )
// 8\l we need to do is encryp
enc = Encrypt(taskd, private_key, public_key);
printen(
fy the operafions Weidecrypt
dec = Decrypt(enc, mod, public_key);
printf( i
PrintHX(8N_bn2hex(dec));
return

Lerypto

Th
The Uc Key Is: DCBFFE3ESIF62E® 77A 5AB49DC4CODE3A
The Signature For The Me For Task 4 Is: BCC20FB7568ESDABE434!

The Message For owe you $3060

B O Typehere to search (o]

Figure 3.12: Signature for Modified Message

, enc);
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It was surprising that only one byte of difference in the message their signatures were completely different.

3.6. Task 5: Verifying a Signature
3.6.1. Code

va

)
=
a
CE
B
A
¥

o - WS
A
3

3
Ll AP (BN_cap(Message, Messagel)swo)
printf(

&0 ERUE S

. oM @m EBa0ey&ZsesOa §oF ~AOCO@m a6 SO0 W

Figure 3.13: Verifying a Signature Code
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Figure 3.14: Verifying a Signature Output
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Bob receives a message M = "Launch a missile." from Alice, with her signature S. Alice’s public key is (e,
n). The signature was verified using the decryption function by decrypting the signature using the public key
as shown in the code shown in Figure 3.13, and by comparing the decrypted message with the original
message if they were equal which means it’s Alice signature else it’s not. The output of the code after
executing it is shown in Figure 3.14.

The last byte of the signature was changed from 2F to 3F and the code was modified as shown in Figure

3.15. The output was observed as shown in Figure 3.16.

3.6.3. Code

(]
Activities [ Text Editor
5 P m labec sive Il =
¢ 74 return high+low;
75}
/ 76
. 77 void printHX(const char* st)
78 {
79 int length = strlen(st);
80 if (length % 2 1= 0) {
- 81 printf("%s\n", );
82 return;
83 }
84 t i
85 buf = 0;
86 for(i = 0; i < length; i++) {
87 AF(L % 2 1= 0)
é 88 printf("%c"', hex_to_ascii(buf, st[i]));
89 else
90 buf = st[i];
91 }
92 printf("\n");
93}
- K
7 95 int main ()
L 55 {
97 BIGNUM* Message = BN_new();
5 98 BIGNUM* Messagel = BN_new();
= 99 BIGNUM* S = BN_new();
100 BIGNUM* n = BN_new();
161 BIGNUM* e = BN_new();
102 // Now Changing Signature from 2f to 3F
103 BN_hex2bn(s, );
104 BN_hex2bn(&n, b
105 BN_hex2bn(&e, v H
106 BN_hex2bn(&Message, Y3
107 printBN( ,Message);
108 printf( )
109 printHX(BN_bn2hex(Message));
110 // decrypt message with the public key
111 Messagel = Decrypt(S, e, n);
112 printf( );
113 printHX(BN_bn2hex(Message1));
114 printBN( ,Message);
115 Af (BN_cmp(Message, Messagel)==9)
116 printf( \n");
117 else
118 printf( \n");
. B return 0;
120}
Cv Tabwidth:8 Ln102,Col48 v NS
2 @0 i E @ @ ®roht cnt
. ‘ - > o » 5 = — 4 517 PM
@8 O Type here to search O Hi C - u Q 3,} G G N7 E G ) m 9, 86°F N O ® & 7z ) ENG s %

Figure 3.15: Verifying a Modified Signature Code

15




Activities ] Terminal

4C61756E63682061206D0697373696C652E
Launch a missile.
s: oG’

s| : oG'e
s Is: 4C61756E63682061206D697373696C652E

2] ©0a ¥ =¥ 0@ ®lrgn art
518 PM

B O Type here to search O H @ = B =m » 0 €€ ¥ ¥ & O @& 9, 86F NOQE®™z) NG oo, B

Figure 3.16: Verifying a Modified Signature Output
It was surprising that changing one byte of the signatures results changing the whole decrypted message

completely which results a failed verification.

3.7. Task 6: Manually Verifying an X.509 Certificate

3.7.1. Download a certificate from a real web server

The certificate of www.blank.com was observed using the following command as shown in Figure 3.17 and
3.18:

$ openssl s_client -connect www.example.org:443 -showcerts

16




Activities (2 Terminal Aug 26 18:02

hasan@hasan-VirtualBox: ~

depth=6 CN = blank.com
verify return:1

Certificate chain
© s:CN = blank.com

1:C = US, ST = Arizona, L = Scottsdale, 0 = "GoDaddy.com, Inc.", OU = http://certs.godaddy.com/repository/, CN = Go Daddy Secure Certificate Authority - G2

a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256

v:iNotBefore: Aug 2 14:41:25 2022 GMT; NotAfter: Aug 2 14:41:25 2023 GHT
-----BEGIN CERTIFICATE-----
MIIGiTCCBXGGAWIBAGIJAJUKVYROFAH4MAOGCSQGSTb3DQEBCHUAMIGOMQSWCQYD
VQQGEWIVUZEQMA4GA1UECBMHQX Jpem9uYTE TMBEGA1UEBXMKU2NVAHRZZGF SZTEa
MBGGA1UEChMRR29EYWRKeS5]b20STELUYy4xLTArBGNVBASTIGhOHAGLY9IZXI0
cy5nb2RhZGRSLMNVDSOYZXBVC210b3I5LZEZMDEGAIUEAXMQR289RGFKZHKQU2V )
dXILIENLcnRpZMLIYXRUIEF1dGhveml@eSAtIECYMBAXDTIyMDgwM I EONDEYNVOX
DTIZMDgwMjEONDEYNVOWFDESMBAGATUEAXMIYmxhbmsuY29tMI BT JANBgkqhkiG
9WBBAQEFAAOCAQBAMIIBCGKCAQEAZACSRXKoCW fPUGSOFELO76UBE /2n jeU3uT4
E72chRC41GUt1y+w9bBVOUC /CpUBGINFuU+arPT3H1b1q0bCq)zXGIRA3AYWU2FCH
9111zP/wDilrt85Ly2qLyutoVA7IgnYrrTCp295Ab9y+dk2rjqB3uF3pusdEgthu
O0F1P3RPd36bPPN/R10uj494NI0SerUZXE71+En8GXCGEtMHX WIS /tFbHOtVKr
cKacYdS403Vnei4ThgWthiZF pympY qkPGT EkW3yzM9
NO1071/cK1dug4zQEBPLLbGIA)Snx6rmaePna0ZhTEGD1MPNLWIDAQABOAIDOZCC
AZCWDAYDVROTAQH/BAIWADAJBNVHSUEF JAUBQQrBgEFBQCDAQY IKWYBBQUHAWIW
DgYDVROPAQH/BAQDAGHGMDGGA1UAHWQXMCBWLAAr 0CmGI2hadHAGLY jcmwuz29k
YHRkeSS jb20vZ2RpZzIzMS00MzQyLmNybDBABNVHSAEV JBUMEQGC2CGSAGG/WOB
BXCBMDKWNWY TKWYBBQUHAQEWK2hOJHAGL Y9 JZXI0aWZpY2FOZXMuZ29kYWRKeSS
b26vcnVwb3NpdGIyeSBWCAYGZAEMAQIBMHYGCCSGAQUFBWEBBGOWaDAKBAQrBgEF
BQCWAYYYaHRECDOVL 29 Jc3AuZ29kYHRkeS 5 b20VMEAGCCSGAQUFBZACh JRodHRW
018vY2VydGLmaWNhdGVzLmdvZGFkzZHkuY29tL3I1cG9zaXRvenkvZ2RpZZIuY330
MB8GA1UJTWQYMBaAFEDCVSe0ZDSDMKIZ1/tss /COLIDOMCMGAIUJEQQCMBQCDXd3
dy51bGFuay5ib22CCWISYRSrLANVbTAJBONVHQAEFQQUCPGMXeA32HEFGT2YXLB
X/XWYNCWgQGABgOrBQEEAJZSAQQCBIIBCASCANWBAgB3A0g+ON0+9QY1MudXKLY ]
a8kDOBVRENVS62nhd31tBr1UAAABG LBBMGAAAAQDAEGWRGTNAIBPAgXY675aAB/0
0aM719eUS53+afT12hSx1IsopNLWhALEAmYMR+VZ6B8gCGkZveSqOIM2nHmr1]/+o
E3E joWuXgeoAdgA1zxkbv7FSV78PrUxtQsu7ticgI1HQP+EQ76gDWZVHTARAAYIF
ATVAAAAEAWBHMEUCTEpPIMeKHF /qXj mk /ZP1226AT JZESGUWKVKuUHh/aA3ALEA
9051qqC8OF 7Ny6tsIWeqnNEGE ] 11+nkbNZO6XFEG6r SAdWB6MOXU2LC tt1DqO0BS
HUMEFNAYE4VNO9 T rwTpXo1LrUgAAAY JfATY7AAAEAWBIMEYCIQCUSPURODLVVIWSH
FZ9TFST+eIXIR/aIqDUeNUqihrvuTWIhANZR1B11YkR3BhIyfsL6arVwiCE20jhs
0Oteh28nrQq2+MABGCSqGSTb3DQEBCWUAA4TBAQBES4BoLyEfoXg310qs1Qs2003X
M6 /wFnBbyRAYNWBoymSdsphvF7PeU2BxbV7tg9YOWLVSUEInMSsce JNuh1zTcLx
HKA2tALbDIhRPZJ0ZkSp2Q15IUeKnF LIDFT1EVOGHZFQSVUUXDIaPa 7 AFCF8q
n3injqviDfIojQMFk2bzCvVtwltkrvPRh70dt X2vtXESUKDMPCINYNEHC2WWUNT
THpWK 7 rHVOHSHPT t6YU4+CcQyAgbM6yBZ8nX6 /ALCHFNHZ 1ZzDIXT/j1X063G4xen
6dghI43nx1 /WAPFLtnG1y+FP2yrZEXOSBEG+VSfmIbta7pvx/DFeQs13iile
-----END CERTIFICATE----

C = US, ST = Arizona, L = Scottsdale, 0 = "GoDaddy.com, Inc.", OU = http://certs.godaddy.con/repository/, CN = Go Daddy Secure Certificate Authority - G2
1:C = US, ST = Arizona, L = Scottsdale, 0 = "GoDaddy.com, Inc.”, CN = Go Daddy Root Certificate Authority - G2
3:PKEV: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256

& — = & U E & right crt

A . o G % ; o & = 02 PM
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Figure 3.17: First Certificate of www.blank.com

Activities ] Terminal Aug 26 18:02

m hasan@hasan-VirtualBox: ~

1MPWKT /FHVOHSHP1TOYU4+CQYAGDMOYOZBNX0/ALCHENHZ LZD1X 1 / J1X003GaxXeN
6dghJ43nx1/HAPFLENG1y+FPZyr ZEXOSOEG+VSTmIbta7pvx/DFeQs13iile

-END CERTIFICATE

1 5:C = US, ST = Arizona, L = Scottsdale, 0 = "GoDaddy.com, Inc.", OU = http://certs.godaddy.com/repository/, CN = Go Daddy Secure Certificate Authority - G2
C = US, ST = Arizona, L = Scottsdale, 0 = "GoDaddy.com, Inc.”, CN = Go Daddy Root Certificate Authority - G2
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: May 3 ©7:00:00 2011 GHT; NotAfter: May 3 ©7:00:00 2031 GMT

BEGIN CERTIFICATE

MITEODCCA7igAWIBAGIBBZANBgkqhkiGIwWOBAQSFADCBgZELMAKGAIUEBhMCVIMX
TBOFyaXp TCINjb3ROC2RhbGUXGJAYBg

EUdVRGFKZHkuY29tLCBIbmMUMTEWLWYDVQQDEYhHbYBEYWRkeSBSb298IENLCNRD
ZmL3YXRUIEF1dGhvenl@eSAtIECYMBAXDTEXMDUWMZA3ZMDAWMFOXDTHXMDUWMZA3
MDAWMF owgbQxCzAJBgNVBAYTALVTMRAWDGYDVQQI EwdBcml6b2 ShMRMWEQYDVQQH
EwpTY290dHNKYWxXLMROWGAYDVQQKEXFHDORhZGRSLMNVbSWgSWS JL JEtMCSGATUE
CxMkaHROCDOVL2N1cnRzLmdvZGFKZHKUY29tL331cGIzaXRVCNKVMTHWHQYDVQQD
EypHbYBEYWRkeSBTZWN1cmUgQ2VydGlmaWNhdGUGQXVOaGyaXR5ICAgRZIWGGEL
MABGCSQGSIb3DQEBAQUAA4IBOWAWGGEKAOTBAQCS4MSQ1KI2vdSTYUSWZL1BCGZD
BN1iF44v/z5124/0YuY8UhzaFkVLVat4a20DYpDOD2smcgaF ItMzEUZ60cnqOv
K/6AYZ15VBTPLVQ/MDxdR/yaF rzZDNSZBUY4RS1T4KL7QjL7wMDge87An+GZHY23e
€5ZH}zhHUSFGHbT J 3ADqRay9VHHZqMBA29VNMDPST19MR /qd71vCx I107GyQ5HY
PDNOGrPHIO+tIYqLXVTVOKaUdAVKVALIRFXULS06PV14vekyCgKUZHQWOLDXSq7n
€TOVDCAHF+31fBONCaQIsY1L6d8EbYHSHYLNTGFBUNUPTrw700kuH9ZBOLL7AGMB
AAGjggEaMIIBF JAPBGNVHRMBATBEBTADAQH/MA4GA1UADWES /wQEAWIBB JAdBGNV
HQ4EFQQUQMK9I47MNIMWO jPX+2y28LQSgMAWHWYDVRE JBBgWFOAUOPQFBXBNKLbY
9rOFQWAgWZTaD94wNAY IKwYBBQUHAQ! QGCCSGAQUFBZ: 018v
b2NzcC5nb2RhZGR5LMNVbSBWNQYDVROTBCAWLDAGOC1gJoYkaHROCDOVL2NYDCSN
b2RhZGRSLANVbSINZHIVb3QtZzTuY3ISMEYGA1UJIAQ/MDOWOWYEVROGADAZMDEG
CCSGAQUFBWIBF iVodHRwczovL2NLenRzLmdvZGFkZHkuY29tL3I1cG9zaXRvenky
MABGCSQGSTb3DQEBCWUAA4TBAQAT fmyTEMgAuJapkEy /0VIPBOISPPYIBS1Q16Z2
91CXG7685C/b+LrTH+CO5+Z5YgaMotdqy3MHxt FHOSKQ7CC2IXZDXtHWLTXFIMMS2
RI17LI31XubvDGGQV+QqG+6EnriDFcFDZKSNE3ANKR /0yBOtg2DZ2HKoCyQetawt
DsoXiWIYRBuriSUBAA/NxBt121GOOWIRKpvOVHPEAs42pM3Z2C2qrpviKrkQeu1l
GIo/1kGQI31bS/6kA11bRrLDYGCD+H1QQC7COZDDU+BCLITVVOSEFdKKrqeKH+2x
LXY2JtwE65/3YRBV3Idv7kaWKK2hInOKCacuBKONVP18BDAB

-END CERTIFICATE--

Server certificate
subject=CN = blank.com
issuer=C = US, ST = Arizona, L = Scottsdale, 0 = "GoDaddy.com, Inc.”, OU = http://certs.godaddy.con/repository/, CN = Go Daddy Secure Certificate Authority - G2

No client certificate CA names sent
Peer signing digest: SHA256

Peer signature type: RSA-PSS

Server Temp Key: X25519, 253 bits

ssL handshake has read 3478 bytes and written 395 bytes
Verification: 0K

2 - = & 0] & [#] right curt

o = 2 PM
B O Type here to search W, 86F N O QE W z D) ENG 8/26/2022 4

Figure 3.18: Second Certificate of www.blank.com
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Each of the certificate (the text between the line containing "Begin CERTIFICATE" and the line containing
"END CERTIFICATE", including these two lines) were copied and pasted to a file. cO.pem and c1.pem.

3.7.2. Extract the public key (e, n) from the issuer’s certificate

For modulus (n) the following command was used:

$ openssl x509 -in c1.pem -noout -modulus

For the exponent, all the fields were printed out using the following command:

$ openssl x509 -in c1.pem -text -noout

After printing all the fields, e was observed and n was observed using the first command both results are

shown in figure 3.19 and 3.20.

]

Activities () Terminal Aug26 18:04 Lt

(S ]

hasan@hasan-VirtualBox: ~

$ openssl x589 -in ci.pem -noout -modulus
Modulus=B9EOCB10D4AF76BDD49362EB3064B881086CC304D962178E2FFF3E65CFBFCE62E63C521CDA16454B55AB786B63836290CEOF696C99C81A148B4CCC4533EABBDCIEA3AF2BFEB0619D7957C4CF2EF43F303C5D47FCIA16BCC3379641518E114B54F82
8BEDOBCBEF030381EF3BO26F866476360DE7126478F 384753014610B4E 3DCOBEA SACBDBC7109AA6F0ODBDBCD303A794F SFACA7FB1DEF SBC2C49D603BB1B2439108A4334EEABID6274FAD25BAASCEFADSDOAGAET405645788B5445504202A3A3EFBBEBDEY32

. 0A029464C4163A50F 14AAEET7933AF0C20077FEBDFO439C269026C6352FA77C11BC87487CBB993185054354B694EBC3BD3492E1FDCC1D252FB
%

5 - = ¥ U] @ [®irgnt ant
. o - o 4 ~ = 6:04 PM
B8 O Type heretosearch (o] Hi C =] u Q '-%> G G g ﬂ » O W 0, 86%F AN O ® © ®m 7z 9) ENG e %

Figure 3.19: Finding Modulus (n)

18




Activities 6 18:05

™ hasan@hasan-VirtualBox: ~

x589 -in cl.pem -text -noout
Certificate:
Dat

256HithRSAENCryption
L = Scottsdale, 0 = "GoDaddy.com, Inc.", CN = Go Daddy Root Certificate Authority - G2

2011 GMT
031 GMT

0
Subject: Scottsdale, 0 = "GoDaddy.com, Inc.”, http://certs.godaddy.com/repository/, CN = Go Daddy Secure Certificate Authority - G2

Subject Pub

sic Constraints: critical
E
Usage: critical
Certificate Sign, CRL Sign
X509v3 Subject Key Identifier:
2: iBE:CC:34:

& O Type here to search [e) =1

Figure 3.20: Finding Exponent

3.7.3. Extract the signature from the server’s certificate
The following command was used to print out all the fields:

openssl x509 -in c0.pem -text —noout

&0 B

2 - = & 0] & #) rohe

& 605 PM
Qo5F N O OE MG N g0, B

And then the signature block was copied and pasted into a file called signature as shown in Figure 3.21.
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) Terminal

hasan@hasan-VirtualBox:

Signature : -with-SHA256

Signed Certificate
Version
Log 1D § 35:CF119:18:8F:81:6C:57:BE10F:
A 3EF:.
Timestamp : g 141:31. GMT
Extensions
signature

Log 1D

1
Timestamp : Aug 2 11
Extenslons: none

signature : ecdsa-with-sHA256

o7
signature Algorithm: sha2 ,u\nxhu:Aanmpt\on
Signature Value:

8:

Gl @y Bl Rro o
il © Type heretosearch O H € »~ @ [~ é? U (g ‘.’ "; & O @& % 86F ~ O QE W 7z D) NG sj;‘/;gz L

Figure 3.21: Extracting Signature Value
All the colons and spaces were removed from the signature using the tr command as shown in Figure 3.22.

3 Terminal Aug26 18:12

hasan@hasan-VirtualBox: ~

:§ cat signature | tr -d '[:space:]:'
444b80688b211fa17837d74aac890b360ce8d794cebfc059b461245d60d581a3299276ca61bcSecf794d81c5b57bb60f58f562d54ae1099cce6c71e8cdbal19734dc2f11e4036b4095b0C98513d98 et 439d908b92547839859650¢5748d44beB187645412
bd45310&908(0d3€€5005705r25983924derf37(E52343(7E~ld9b((zhd5b7090d92hb(f\Dl?“‘70dﬁd7dd(b.’l1lzbl}590330(7099(23441d{db0(1'37[13{(57049{86‘b1€r107|S7d‘8b7d{)l,E3€710(80515138Lb107L9d7k’br025390lldlr39730(55d3{5
3d573badc6e317a7e9d816278de6c65fd600f162b671b5cbe14fcf2ad91173b9dedebe5527e621bb5aeedbf1fc315e42cd77d62d5e

2 o £ = & | # Right Carl

B8 O Type hereto search (o] U, 86°F N T Q[E W 7z ) NG

o
(o
3

a
(4]
£

6:12 P
8/26/2022 %

Figure 3.22: Removing Colons and Spaces From Signature File.
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3.7.4. Extract the body of the server’s certificate.
The following command to extract the body of the certificate as shown in Figure 3.23:

openssl asnlparse -i -in c0.pem
(]

Activities [ Terminal Aug26 18:15 @

hasan@hasan-VirtualBox: ~

asniparse -i -in c@.pen
SEQUENCE
SEQUENCE
cont [ © ]
INTEGER :02
INTEGER 19BBA55844E7CO1F8
SEQUENCE
0BJECT :sha256WithRSAENCryption
NULL
SEQUENCE
SET
SEQUENCE
OBJECT :countryName
PRINTABLESTRING  :US
SET
SEQUENCE
0BJECT :stateOrProvinceName
PRINTABLESTRING  :Arizona
SET
SEQUENCE
0BJECT :localityName
PRINTABLESTRING :Scottsdale
SET
SEQUENCE
0BJECT :organizationName
PRINTABLESTRING  :GoDaddy.com, Inc.
SET
SEQUENCE
OBJECT :organizationalunitName
PRINTABLESTRING  :http://certs.godaddy.con/repository/
SET
SEQUENCE
0BJECT :commonNane
PRINTABLESTRING  :Go Daddy Secure Certificate Authority - G2
SEQUENCE
UTCTIME :220802144125Z
UTCTIME 12308021441252
SEQUENCE
SET
SEQUENCE
0BJECT :commonName
PRINTABLESTRING  :blank.com
SEQUENCE
SEQUENCE
0BJECT :rsaEncryption
NULL
BIT STRING
cont [ 3]

2] © 0 ¥ ¢ = % ] [#right cut

B O Typehere tosearch O €@ m B m D 0 C Y ¥S 0@ Qoor A QB Wz e S0 B
Figure 3.23: Extracting the Body of the Certificate
The -strparse option was used to get the field from the offset 4, which will give us the body of the certificate,
excluding the signature block:
$openssl asnlparse -i -in c0.pem -strparse 4 -out cO_body.bin -noout
Once the body of the certificate is observed, its hash was calculated using the following command as shown
in Figure 3.24:

$ sha256sum cO_body.bin
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Activities (2 Terminal 926 1816

hasan@hasan-VirtualBox: ~

:$ openssl asniparse -1 -in c@.pem -strparse 4 -out c@_body.bin -noout

:-$ sha256sum c@_body.bin
3472bc02302239d95576d62137ea292bb0c4ad78c0d179632de257ec168a7668 cO_body.bin

S

2l @& = ¥ U] @ ®irgn an

B O Type here to search (@) haj] €C n u E ;U) 0 G \0’ ﬁ & O u U, 86°F A O QE m 7z D) NG 85;66/2"(:;2 %

Figure 3.24: Calculating the Hash of the Certificate
3.7.5. Verify the signature
Code:

[
Activities 4 Text Editor Aug 26 18:36
Open [ labc Save — - -] x
)
67 return result;
68}
- 69
. 70 int hex_to_ascii(const char ¢, const char d)
71 {
72 int high = hex_to_int(c) * 16;
73 int low = hex_to_int(d);
. 74 return high+low;
75}
76
77 void printHX(const char* st)
78 {
79 int length = strien(st);
80 Af (length % ) {
% 81 printf( , )i
82 return;
83 }
84 int i;
85 char buf = 0;
86 for(1 = 9; 1 < length; i++) {
= 87 Af(L % 2 1= 0)
88 printf('%c’, hex_to_ascii(buf, st[i]));
89 else
% buf = st[i];
5 91 }
= 92 printf("\n");
93}
94
95 int main ()
9
o7 BN_CTX *ctx= BN_CTX_new();
98 BIGNUM* S = BN_new();
99 BIGNUM* n = BN_new();
100 BIGNUM* M = BN_new();
101 BIGNUM* M1 = BN_new();
102 BIGNUM* e = BN_new();
103 BN_hex2bn(aM, b1
104 8N_hex2bn(&n,
105 BN_hex2bn(as,
106 8N_hex2bn(ge, )
107 printsN( K
108 M1= Decrypt(s,e,n);
printBN( , M1);
return O}
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Figure 3.25: Verifying the Signature Code
The values obtained from the previous steps were used. The signature was obtained and the signature

obtained was verified with the original signature as shown in Figure 3.26.
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% ./a.out
Original Message For Task 7 Is: 3472BC02302239D95576D62137EA292BBEC4AD78COD179632DE257EC168A7668
Computed M1 For Task 7 Is: O1FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE
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Figure 3.26: Verifying the Signature Output
The computed message's hash value and the original message have the same value. Therefore, we can say

that the www.blank.com certificate has been confirmed to be right.
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4. Conclusion

In conclusion, we understand the RSA public key cryptosystem, and we understand the methods: key
generation, encryption and decryption using Linux and C language, and we understand how to deal with big
numbers, and we learned how to generate and verify digital signatures and finally, an X.509 Certificate was
manually verified using openSSL.
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